University of lowa Checklist for Withholding or Redacting

Records Containing Trade Secret Information

Upon receiving a public record request for records/contracts/bid documents containing trade
secret information, the University may contact the vendor/trade secret owner to ask for
verification of the facts listed below. If the vendor/trade secret owner can verify and attest
under penalty of perjury to all of the following facts in a sworn affidavit AND upon examination
of the vendor’s claim the University determines it has reasonable grounds to conclude the
items are trade secrets, then the University may withhold or redact the records without
requiring the vendor/trade secret owner to file for injunctive relief in District Court in order to
stop the disclosure of the records.

e The requested records contain trade secret information as defined by lowa Code Chp.
550.2(4).

e The information contained in the records derives independent economic value from
not being generally known to, and not being readily ascertainable by proper means by a
person able to obtain economic value from its disclosure or use (i.e. disclosure could
erode the trade secret owner’s competitive advantage).

e The information contained in the records is the subject of efforts to maintain its secrecy
(i.e. it is not shared publicly and significant measures are taken to protect it).

e The disclosure of the information would divulge confidential trade secrets that would
cause substantial and irreparable injury to the trade secret owner.
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AFFIDAVIT OF [NAME]

) ss
COUNTY OF 2222222 )

COMES NOW the undersigned, after being duly sworn, depose and state:

I. That I, [FULL NAME], am over 18 years old and competent to testify to the facts
as set forth herein. All statements herein are based on my personal knowledge. I am [TITLE]
of/for [COMPANY NAME].

2. [COMPANY NAME] is a [provide brief description of what type of company it
is] that provides/sells [provide brief description of goods/services] to customers at competitive
prices.

3. [Suggested language; revise as necessary| I have reviewed the public record
request that seeks copies of the documents created in response to [RFP name/#] for [University
department]. I also reviewed our agreements with [University department] that would be
responsive to this request. The responsive documents contain [COMPANY’S] trade secrets as
defined by Iowa Code Chp. 550.2(4) that it does not share publicly and takes significant
measures to protect. The protective measures in place include [list/describe the protective
measures taken; e.g. limited distribution within the company only to employees with a need to
know, the information is password protected, the information is under lock and key, etc.].

4. The information contained in the document(s) derives independent economic
value from not being generally known to the public, and is not readily ascertainable by proper
means by a person able to obtain economic value from its disclosure or use. Disclosure of the

information would cause substantial and irreparable injury to [COMPANY]. {Describe the



specific injury/damage — For example: The documents include specific pricing information,
including a margin schedule, and information regarding [COMPANY’S] pricing and program
offerings to the [University department]. The disclosure of this pricing information would erode
[COMPANY’S] competitive advantage. }

5. Disclosure of the documents would require the release of non-public confidential
financial information of [COMPANY NAME], a private company.

6. I declare under penalty of perjury that the statements contained herein are true and

correct to the best of my knowledge and belief.

[FULL NAME]

Subscribed and sworn to before me by [Affiant’s Full Name] on this day of

, 20




