BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (hereinafter “BAA”) is entered into by and between the State University of Iowa  (hereinafter “Covered Entity”) and _______________________ (hereinafter “Business Associate”).

RECITALS
A. WHEREAS, Covered Entity has entered into an agreement with Business Associate for certain services (hereinafter such agreement will be referred to as an “Underlying Agreement”) and this BAA shall be applicable to any such Underlying Agreement(s) entered into by Covered Entity and Business Associate; and 

B. WHEREAS, Covered Entity desires to provide certain Protected Health Information protected by the Federal Privacy and Security Regulations established at 45 CFR Parts 160 and 164, as amended from time to time, promulgated pursuant to the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), and the Health Information Technology for Economic and Clinical Health Act provisions of the American Recovery and Reinvestment Act of 2009, Public Law No. 111-5 and its implementing regulations (“ARRA”) (for purposes of this BAA all such laws and regulations shall be referred to herein collectively as the “HIPAA Rules”), to Business Associate in order for Business Associate to carry out the services described in the Underlying Agreement or in an exhibit attached hereto; and

C. WHEREAS, the purpose of this BAA is to comply with HIPAA Rules, as well as applicable laws and regulations of the State of Iowa as the same applies to Protected Health Information, and therefore this BAA governs the terms and conditions under which Business Associate (and its agents and subcontractors as applicable) will access, use, transfer, disclose, and/or maintain PHI of Covered Entity in the performance of certain services for, or on behalf of, Covered Entity.
NOW, THEREFORE, in consideration of the mutual promises and covenants set forth in this BAA, the parties agree as follows:
1) DEFINITIONS

Unless otherwise defined in this BAA, all capitalized terms used herein and not otherwise defined shall have the same meanings as established in the HIPAA Rules.  For purposes of this BAA:
"Compliance Date" shall mean the date by which compliance is required under the HIPAA Rules.
“Electronic PHI” or “e-PHI” shall have the same meaning as the term “electronic protected health information” in 45 CFR §160.103 limited to the information created or received by Business Associate from, or created for or on behalf of Covered Entity.
“Individual” shall have the same meaning as the term “individual” in 45 CFR §160.103 and shall include a person who qualifies as a personal representative in accordance with 45 CFR §164.502(g).
“Protected Health Information” or “PHI” shall have the same meaning as the term “protected health information”  in 45 CFR §160.103, limited to the information created or received by Business Associate from, or created for or on behalf of Covered Entity.

“Underlying Agreement”: refers to the agreement(s) or arrangement(s) made by and between Covered Entity and Business Associate for certain services as described within the Underlying Agreement (“Services”). Any provision of the Underlying Agreement(s), including all exhibits or other attachments thereto and all documents incorporated therein by reference, that is directly contradictory to one or more terms of this BAA ("Contradictory Term"), shall be superseded by the terms of this BAA to the extent and only to the extent of the contradiction and only to the extent that it is reasonably impossible to comply with both the Contradictory Term and the terms of this BAA.
2) OBLIGATIONS AND PERMITTED ACTIVITIES OF BUSINESS ASSOCIATE
a)
Services.  Except as otherwise expressly limited in this BAA or Required By Law, Business Associate may Use or Disclose Protected Health Information to perform all functions, activities or services for, or on behalf of Covered Entity as necessary to perform the Services set forth in the Underlying Agreement, provided that such Use or Disclosure would not violate the HIPAA Rules if done by Covered Entity.  All other uses not authorized by this BAA are prohibited.

b)
Business Purposes of Business Associate.  Except as otherwise expressly limited in this BAA or the Underlying Agreement, if not prohibited under HIPAA Rules, the Business Associate may:
(i)
Use the PHI in its possession for its proper management and administration and to fulfill any present or future legal responsibilities of the Business Associate. 

(ii)
Disclose the PHI in its possession to third parties for the purpose of its proper management and administration or to fulfill any present or future legal responsibilities of the Business Associate, provided that the Business Associate represents to Covered Entity that (i) the disclosures are required by law, or (ii) the Business Associate has received in writing from the third party reasonable assurances regarding its confidential handling of such PHI as required under 45 C.F.R. § 164.504(e)(4) and § 164.314 and the provisions of this BAA, and the third party notifies the Business Associate of any instances of which it is aware in which the confidentiality of the information has been breached.

c)
Limitations on Uses and Disclosures.  The Use and Disclosure of PHI by the Business Associate shall be limited to the extent practicable, to the limited data set (as defined in 45 CFR §164.514(e)(2)) or, for non-treatment purposes or as otherwise applicable, to the minimum necessary (as defined in 45 CFR §164.514(e)(2)) to accomplish the intended purpose of such Use or Disclosure.

d)
Safeguards.  Use appropriate Administrative, Physical, and Technical Safeguards that comply with 45 CFR Part §164, Subpart C, which include but are not limited to documented privacy and security measures, effectively training personnel, implementing controls to authenticate PHI access and use, limiting access to a Minimum Necessary standard, and preventing Use or Disclosure of the Protected Health Information in any manner other than as provided for by this BAA or as Required by Law.  In the event that Business Associate will create, receive, maintain, or transmit electronic PHI on behalf of Covered Entity, Business Associate will implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic PHI that it creates, receives, maintains, or transmits on behalf of Covered Entity.  Business Associate shall establish reasonable systems and practices to detect Breaches of Unsecured Protected Health Information and to provide appropriate training to its Workforce regarding Business Associate's policies and procedures pertaining to Use and Disclosure of Protected Health Information and the detection and reporting of Breaches of Unsecured Protected Health Information.

e)
Reporting.  Report in writing immediately but in no event longer than within ten (10) business days to Covered Entity any Use or Disclosure of PHI of which it becomes aware or by exercising reasonable diligence would have been known by the Business Associate not provided for by this BAA, including breaches of unsecured Protected Health Information as required by 45 CFR §164.410, and any successful Security Incident of which it becomes aware, and cooperate with the Covered Entity in any mitigation or breach reporting efforts.  Business Associate is prohibited from conducting any reporting activities to any entity or individual without the knowledge and approval of Covered Entity, unless providing notice or securing such approval is prohibited by order of court or other legal process.  The following information shall be included in such report: 
· A brief description of how the impermissible access, acquisition, use or disclosure occurred and how and when it was discovered;

· A description of whether Unsecured PHI was involved in the impermissible access, acquisition, use or disclosure, and the results of Business Associate’s risk assessment; and

· The steps Business Associate is taking to further investigate the impermissible access, acquisition, use or disclosure, to mitigate losses, and to protect against further impermissible access, acquisition, use or disclosure. 


f)
Notification to individuals. At the Covered Entity’s option, the Business Associate will be responsible for notifying individuals of the occurrence when the Covered Entity requires notification and to pay any cost of such notifications, as well as any costs associated with the breach, including but not limited to credit monitoring. The Business Associate must obtain the Covered Entity’s approval of the time, manner and content of any such notifications, provide the Covered Entity with copies of the notification, and provide the notification within sixty (60) days after discovery of the breach. The Business Associate shall have the burden of demonstrating to the Covered Entity that all notifications were made as required, including any evidence demonstrating the necessity of any delay beyond the sixty (60) day calendar notification requirement to affected individuals after the discovery of the breach by the Covered Entity or Business Associate.


g)
Access.  Provide access, at the request of Covered Entity, to Protected Health Information in a Designated Record Set, to Covered Entity or, as directed by Covered Entity, to an Individual within a timeframe as requested by Covered Entity as necessary to satisfy Covered Entity's obligations under 45 C.F.R. §164.524. If Business Associate receives a request from an Individual for Protected Health Information in a Designated Record Set, Business Associate will forward any such request to Covered Entity within five [5) business days and will coordinate any responsive communication to the request consistent with the direction of Covered Entity.

h)
Amendment.  In the event that the Business Associate maintains Protected Health Information in a Designated Record Set, Business Associate agrees to make any amendment(s) to Protected Health Information in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 C.F.R. §164.526, and in the time and manner designated by Covered Entity and take any other measures as directed by Covered Entity under 45 CFR §164.526.

i)
Accounting of Disclosures.  Document such Disclosures of Protected Health Information and provide to Covered Entity within fifteen (15) business days of request such information related to such Disclosures as would be required for Covered Entity to respond to a request by an Individual for an Accounting of Disclosures of Protected Health Information in accordance with 45 CFR §164.528 and, as of its Compliance Date, in accordance with the requirements for Accounting for Disclosures made through an Electronic Health Record in 42 U.S.C. §17935(c).  Business Associate shall record all information regarding each disclosure of PHI as required pursuant to 45 C.F.R. §164.528.  As of the Compliance Date, Business Associate shall also record any required information regarding each disclosure of PHI through an Electronic Health Record subject to an Accounting of Disclosures  pursuant to 42 U.S.C. §17935(c).

j)
Obligations When Acting as Covered Entity.  To the extent the Business Associate is to carry out one or more of Covered Entity's obligation(s) under 45 Part 164, Subpart E, comply with the requirements of Subpart E that apply to the Covered Entity in the performance of such obligations.

k)
Agents and Subcontractors.  As required by 45 C.F.R. §§ 164.502(e)(1)(ii) and 164.308(b)(2), Business Associate shall enter into a written agreement with all Subcontractors to whom it provides Protected Health Information, which agreement shall include and require that such Subcontractor comply with the same restrictions, conditions, and obligations that apply under this BAA to Business Associate with respect to such Protected Health Information.  Business Associate shall also require all agents to whom it provides PHI to comply with the same restrictions, conditions and obligations that apply under this BAA to Business Associate with respect to such PHI.  If Business Associate becomes aware of a pattern or practice of activity of an agent or Subcontractor that would constitute a material breach or violation of the written agreement between Business Associate and such agent or Subcontractor, Business Associate shall take reasonable steps to cure such breach or terminate such written agreement or arrangement with such agent or Subcontractor. Business Associate must report to Covered Entity all suspected breaches made by agents and Subcontractors within ten (10) business days of discovering the possible breach.  Business Associate is obligated to have in place reasonable and effective methods to monitor agent and subcontractor compliance with this BAA.

l)
Make internal practices, books, and records, including policies and procedures, relating to the Use and Disclosure of Protected Health Information received from, or created or received by Business Associate on behalf of, Covered Entity available to the Secretary, in a time and manner designated by the Secretary, for purposes of the Secretary determining Covered Entity's compliance with the HIPAA Rules.  In the event such a request comes directly from the Secretary to the Business Associate, Business Associate agrees to notify the Covered Entity of such request, unless prohibited by the Secretary or legal process and reasonably collaborate with Covered Entity in the preparation of the response.
m)
Business Associate shall not directly or indirectly receive remuneration in exchange for any PHI in compliance with 42 U.S.C. §17935(d) as of its Compliance Date.


n)
Business Associate shall not make or cause to be made any communication about a product or service that is prohibited by 42 U.S.C. §l7936(a) as of its Compliance Date.


o)
Business Associate shall not make or cause to be made any written fundraising communication that is prohibited by 42 U.S.C. §17936(b) as of its Compliance Date.
3)
OBLIGATIONS OF COVERED ENTITY

With regard to the Use and/or Disclosure of PHI by the Business Associate, Covered Entity hereby agrees:

a)
To inform the Business Associate of any limitations in the Use and Disclosure of PHI set forth in the Covered Entity’s Notice of Privacy Practices that Covered Entity provides to Individuals pursuant to 45 C.F.R. §164.520, to the extent that such limitation may affect Business Associate’s Use or Disclosure of PHI.  Covered Entity’s Notice of Privacy Practices is available at http://www.uihealthcare.org/privacy.


b)
To inform the Business Associate of any changes in, or revocation of, the permission by an Individual to Use or Disclose PHI, to the extent that such limitation may affect Business Associate’s Use or Disclosure of PHI. 

c)
To notify the Business Associate, of any restriction on the Use or Disclosure of PHI that Covered Entity has agreed to or is required to abide by under 45 CFR §164.522, to the extent that such restriction may impact in any manner the Use and/or Disclosure of PHI by the Business Associate under this BAA.

d)
Covered Entity will not request Business Associate to use or disclose PHI in any manner that would not be permissible under the HIPAA Rules if done by the Covered Entity.

4)
TERM AND TERMINATION


a)
Term: The obligations set forth in this section shall be effective as of the date the first Protected Health Information is released to Business Associate pursuant to this BAA, and shall terminate only when (1) all of the Protected Health Information provided by Covered Entity to Business Associate, or created or received by Business Associate on behalf of Covered Entity, is destroyed or returned to Covered Entity, or (2) if it is infeasible to return or destroy Protected Health Information, and protections are extended to such information, in accordance with the termination provisions of this section.

b)
Termination for Cause: Upon Covered Entity's knowledge of a material breach of this BAA by Business Associate, Covered Entity shall provide in writing an opportunity for Business Associate to cure the breach or end the violation.  Covered Entity may terminate this BAA if Business Associate does not cure the breach or end the violation within the time specified by Covered Entity. If a cure by Business Associate is not reasonably possible as solely determined by Covered Entity, Covered Entity reserves the right to terminate this BAA immediately.


c)
Effect of Termination:
(i)
Except as provided in paragraph (ii) of this section, upon termination of this BAA, for any reason, Business Associate shall return, transfer to another entity designated by Covered Entity or destroy all Protected Health Information received from Covered Entity, or created or received by Business Associate on behalf of Covered Entity. This provision shall apply to Protected Health Information that is in the possession of subcontractors or agents of Business Associate.  Business Associate shall retain no copies of the Protected Health Information.
(ii)
In the event that Business Associate determines that returning or destroying the Protected Health Information is infeasible, Business Associate shall provide to Covered Entity notification in writing of the conditions that make return or destruction infeasible. Upon mutual agreement of the parties that return or destruction of Protected Health Information is infeasible, Business Associate shall extend the protections of this BAA to such Protected Health Information and limit further Uses and Disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such Protected Health Information.


d)
Survival:  The respective rights and obligations of Business Associate under this section shall survive the termination of this BAA.

5)
OWNERSHIP OF INFORMATION

Covered Entity holds all right, title, and interest in and to the Protected Health Information and Business Associate does not hold and will not acquire by virtue of this BAA or by virtue of providing goods or services to Covered Entity, any right, title, or interest in or to the Protected Health Information or any portion thereof.  Except as otherwise agreed to in writing by the parties, Business Associate will have no right to compile and/or distribute statistical analyses and reports utilizing aggregated data derived or de-identified data from the Protected Health Information or any other health and medical data obtained from Covered Entity.
6)
RIGHT TO INJUNCTIVE RELIEF

Business Associate expressly acknowledges and agrees that the breach, or threatened breach, by it of any provision of this BAA may cause Covered Entity to be irreparably harmed and that Covered Entity may not have an adequate remedy at law.  Therefore, Business Associate agrees that upon such breach, or threatened breach, Covered Entity will be entitled to seek injunctive relief to prevent Business Associate from commencing or continuing any action constituting such breach without having to post a bond or other security and without having to prove the inadequacy of any other available remedies.  Nothing in this paragraph will be deemed to limit or abridge any other remedy available to Covered Entity at law or in equity.
7)
COMPLIANCE WITH THE LAW 

a)
Business Associate agrees to comply with all applicable federal and state privacy laws and regulations currently in existence and that may exist in the future including all amendments. 

b)
This BAA shall be governed by, and construed in accordance with, the laws of the State of Iowa.   All claims and causes of action arising from this Agreement shall be brought in the state court located in Johnson County, IA or in a United States District Court located in the Southern District of Iowa.
8)
SUPERVENING LAW

Upon the enactment of any law or regulation affecting the use or disclosure of PHI, or the publication of any decision of a court of the United States or of the State of Iowa relating to any such law, or the publication of any interpretive policy or opinion of any governmental agency charged with the enforcement of any such law or regulation, Covered Entity may, by written notice to Business Associate, amend this BAA in such a manner as it determines necessary to comply with such law or regulation. If Business Associate disagrees with any such amendment, it shall so notify Covered Entity in writing within thirty (30) days of Covered Entity’s notice. If the parties are unable to agree on an amendment within thirty (30) days thereafter, either party may terminate the Underlying Agreement on not less than thirty (30) days’ written notice to the other. If not so terminated, the amendment or amendments proposed by Covered Entity shall become effective.

9)
NOTICE

Any notice provided hereunder to a Party shall be made via U.S. Mail or express courier to such Party’s address given below, and/or (other than for the delivery of fees) via facsimile to the facsimile telephone numbers listed below. 

As to Covered Entity: 
Privacy Officer

University of Iowa Hospitals and Clinics

200 Hawkins Drive

Iowa City, Iowa 52242-1009

As to Business Associate:

__________________________________

__________________________________

__________________________________

10)
MISCELLANEOUS

Regulatory References: A reference in this BAA to a section in the HIPAA Rules means the section currently in effect or as amended, and for which compliance is required, when and as each is effective. 

a)
Amendment: The parties agree to take such action as is necessary to amend this BAA from time to time for Covered Entity to comply with the requirements of the HIPAA Rules and any other applicable privacy laws or regulations.

b)
Interpretation: Any ambiguity in this BAA shall be resolved in favor of a meaning that permits Covered Entity to comply with the HIPAA Rules.


c)
Execution:  The parties agree that this BAA may be executed by the exchange of faxed signed copies, or signed copies delivered by electronic mail in Adobe Portable Document Format or similar format, and a signature transmitted by such means shall be deemed an original signature for the purpose of executing this BAA. 
	“Covered Entity”
University of Iowa Hospitals and Clinics
	
	“Business Associate” 
_____________________________
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